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Loss of control
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e Overview

In Chinese literature, there is no established definition of “loss of control”
in the context of artificial intelligence (Al). Generally, the notion of “loss
of control” is understood as the opposite of control. In other words, once
control is defined, any situation in which such a threshold is not reached

constitutes a loss of control.

In Chinese context, control means being in charge, dominating,

manipulating or making something not going overboard. (Modern Chinese
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Dictionary) Control requires the ability to test and evaluate an object
clearly and accurately, and to adjust the process accordingly (Command
and Control Technology (2024)). Loss of control means losing the ability
to control. That is a situation in which something can no longer be
properly operated or managed, cannot develop in an expected direction, or
cannot function or behave in accordance with established rules or human
intentions. Loss of control is typically manifested through abnormal

operations or behaviors.

The definition of loss of control has two dimensions. One dimension refers
to a system being unable to operate in accordance with established rules
or human intentions. The other dimension refers to humans losing their
ability to manipulate and manage a system in question (e.g. an artificial

intelligence system).
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e Definition

The Al Safety Governance Framework 2.0 (AISGF 2.0) describes the
scenario in which Al slips beyond human control, and it may serve as a

useful reference for defining the notion of loss of control:

Emergence of Al self-awareness and loss of human control: In
the future, Al may undergo sudden, unexpected leaps in intelligence,
enabling it to autonomously acquire external resources, replicate
itself, and develop self-awareness. This could drive Al to seek
external power and pose risks of competing with humanity for

control.

Based on the above, the loss of control of an Al system can be defined as

follows:

An artificial intelligence system fails to operate in accordance with
human-intended objectives, or humans are unable to exercise effective

oversight and intervention over its operation.

eBehavioral loss of control: An Al agent deviates from its predefined
behavioral trajectory due to objective-function misalignment,
resource-management failure, or evolutionary drift, resulting in
unpredictable physical consequences. (White Paper on Al Agent
Safety Governance 2025)
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eL.oss of control over knowledge and capabilities of nuclear,
biological, chemical, and missile weapons: In training, Al
uses content-rich and wide-ranging corpora and data, including
fundamental theoretical knowledge related to nuclear, biological,
chemical, and missile weapons. Without insufficient management,
extremist groups and terrorists may be able to acquire relevant
knowledge and develop capabilities to design, manufacture,
synthesize, and use such weapons with the help of retrieval-
augmented generation capabilities. This would render existing
control systems ineffective and intensify threats to global and

regional peace and security. (AISGF 2.0)
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o Measures

eEnsure trustworthy application and prevent loss of control: We
drive the establishment of fundamental principles for trustworthy Al
that cover multiple dimensions, including technological safeguards,
value alignment, and collaborative governance, to ensure that Al
technology evolves in a safe, reliable, and controllable manner.
We strictly prevent any uncontrolled risks that could threaten the
survival and development of humanity to ensure that Al is always

under human control. (4ISGF 2.0)

eSafety guardrails: Safety control measures for AI models,
designed to identify, intercept, and mitigate risks in the inputs and
outputs of Al models, including data leakage and prompt injection
attacks, using techniques such as rule-based systems and negative
discriminative models. These measures allow inputs to be verified
and filtered, restrict undesired outputs, and ensure the controllability,

compliance, and safety of generated content. (4ISGF 2.0)

eProactive prevention and response: We should make active
prevention and conduct dynamic monitoring through proactive risk
identification and assessment. We should also intensify emergency
response to prevent the occurrence and escalation of incidents where

Al loses control. (AISGF 2.0)

eFostering consensus on collaborative response to loss-of-
control Al risks: We should tighten controls on the end-use of Al,
establishing clear requirements for the use of Al technologies in
high-risk contexts such as nuclear, biological, chemical, and missile
domains, so as to prevent misuse. We should promote fundamental
principles for trustworthy Al across technology, ethics, and

governance to build a broad international consensus (Appendix 2).
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Developers will be required to conduct regular testing to determine
whether a model would pose a potential risk of loss of control.
(AISGF 2.0)
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o Two legal definitions for reference

eOverall control: A state exercises “overall control” over an
organized armed group if it is responsible for organizing,
coordinating, and/or planning the group’s military actions, in

addition to financing, training, equipping, or supporting it.

eEffective control: A state controls the actions of specific individuals
or groups and requires proof that the state gave direct orders for the

actions in question.

“Overall control” involves a broader, more comprehensive level of

control over the group’s overall functioning. “Effective control”
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requires a higher, more direct, and often specific level of control

over particular acts.

If the phrase “an organized armed group” and “specific individuals
or groups” were replaced by the words “the Al system”, both tests

under international law could be applied by analogy.

Level of control

Loss of control A

Absolute control

Low High=

E=F

2558, CISS AT AE 5 EIBR& 200 HARR TARLUN G, R EE R
LW . R 2%

LI Qiang, Member of CISS Working Group on Artificial Intelligence
Glossary; Associate Professor, Director of Military Law Institute, China

University of PoliticalScience and Law (CUPL)

KRFRHBY. 20254FE12 28 H

07



BEXERBEESZ2WARKPURED

DAMR: IERHEEXEEXNFPEZE 428 5E

_ BXRHEIE: 010-62771388

EEEB&E{H ' http://ciss.tsinghua.edu.cn  ##& : ciss@tsinghua.edu.cn






