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人工智能风险相关术语研究（二）
Glossary Research on Artifi cial Intelligence Risks (Part II)

失控
Loss of control

●概述

中文文献中，尚不存在对人工智能背景下的失控作出的定义。关

于失控的一般定义，通常是作为控制的反义词存在。换言之，就是对

控制作出定义，达不到该项控制的情况即为失控。

在一般性的中文语境中，控制是指驾驭、支配、掌握，使不超出

范围。控制要求能对一个事物进行清晰和准确的评估，并对过程进行

修正（《指挥和控制技术》2024）。失控就是失去控制能力，即事物失

去正常的操控和管理，无法按照预期的方向发展或无法按照既定的规

则或人的意愿进行运作或表现。失控通常表现为异常的运作或行为。

失控的含义有两个维度，一个维度是事物（包括人、机器）本身

无法按照既定的规则或人的意愿进行运作，另一个维度是人类失去对

事物（如人工智能系统）的操纵和管理。

●Overview

In Chinese literature, there is no established defi nition of “loss of control” 

in the context of artifi cial intelligence (AI). Generally, the notion of “loss 

of control” is understood as the opposite of control. In other words, once 

control is defi ned, any situation in which such a threshold is not reached 

constitutes a loss of control.

In Chinese context, control means being in charge, dominating, 

manipulating or making something not going overboard. (Modern Chinese 
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Dictionary) Control requires the ability to test and evaluate an object 

clearly and accurately, and to adjust the process accordingly (Command 

and Control Technology (2024)). Loss of control means losing the ability 

to control. That is a situation in which something can no longer be 

properly operated or managed, cannot develop in an expected direction, or 

cannot function or behave in accordance with established rules or human 

intentions. Loss of control is typically manifested through abnormal 

operations or behaviors.

The defi nition of loss of control has two dimensions. One dimension refers 

to a system being unable to operate in accordance with established rules 

or human intentions. The other dimension refers to humans losing their 

ability to manipulate and manage a system in question (e.g. an artificial 

intelligence system).

●定义

《人工智能安全治理框架 2.0》描述了人工智能失去人类控制的情

形，可以作为作出定义的参考：

“自我意识”觉醒、脱离人类控制：未来，不排除人工智能出现

突发的、超预期的智能化水平“跃迁”，自主获取外部资源、自我复

制，产生自我意识，寻求外部权力，带来谋求与人类争夺控制权的

风险。

综合以上信息，人工智能系统的“失控”可以定义为：

人工智能系统不能按照人类预期的目标运行或者人不能对人工智

能系统的运行实施有效监督和干预。

行为失控：AI 智能体因目标函数失配、资源管理失效或演化

偏差，脱离预设行为轨道，产生不可预测的物理后果。（《AI

智能体安全治理白皮书》）

核生化导武器知识、能力失控：人工智能在训练过程中多
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使用门类宽泛、内容丰富的语料数据，其中包含核生化导

武器相关基础理论知识，辅以检索增强生成功能，如不能

有效管控，将被极端势力、恐怖分子利用于获取相关知识，

以及设计、制造、合成、使用核生化导武器能力，导致现

有管控体系失效，加剧世界各地区和平安全威胁。（《人工

智能安全治理框架 2.0》）

●Defi nition

The AI Safety Governance Framework 2.0 (AISGF 2.0) describes the 

scenario in which AI slips beyond human control, and it may serve as a 

useful reference for defi ning the notion of loss of control:

Emergence of AI self-awareness and loss of human control: In 

the future, AI may undergo sudden, unexpected leaps in intelligence, 

enabling it to autonomously acquire external resources, replicate 

itself, and develop self-awareness. This could drive AI to seek 

external power and pose risks of competing with humanity for 

control.

Based on the above, the loss of control of an AI system can be defi ned as 

follows:

An artificial intelligence system fails to operate in accordance with 

human-intended objectives, or humans are unable to exercise effective 

oversight and intervention over its operation.

●Behavioral loss of control: An AI agent deviates from its predefi ned 

behavioral trajectory due to objective-function misalignment, 

resource-management failure, or evolutionary drift, resulting in 

unpredictable physical consequences. (White Paper on AI Agent 

Safety Governance 2025)
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●Loss of control over knowledge and capabilities of nuclear, 

biological, chemical, and missile weapons: In training, AI 

uses content-rich and wide-ranging corpora and data, including 

fundamental theoretical knowledge related to nuclear, biological, 

chemical, and missile weapons. Without insufficient management, 

extremist groups and terrorists may be able to acquire relevant 

knowledge and develop capabilities to design, manufacture, 

synthesize, and use such weapons with the help of retrieval-

augmented generation capabilities. This would render existing 

control systems ineffective and intensify threats to global and 

regional peace and security. (AISGF 2.0)

●措施

可信应用、防范失控：推动形成涵盖技术防护、价值对齐、协

同治理等多层面的可信人工智能基本准则，确保技术演进安全、可

靠、可控，严防威胁人类生存发展的失控风险，确保人工智能始终处

于人类控制之下。

安全护栏：针对大模型的安全控制措施，通过结合规则库、负

面判别模型等技术手段，对大模型输入输出内容、数据泄露、提示词

攻击等进行识别、拦截及处置，实现对大模型输入的验证和过滤，以

及限制大模型输出不符合预期的内容，保障生成内容的可控性、合规

性和安全性。

前瞻预防应对：通过前瞻性风险识别评估，积极预防和动态监

测，加强应急响应，避免人工智能失控事件发生和扩大。

增进协同应对人工智能失控风险的共识：加强人工智能最终用

途管理，对核生化导等场景下使用人工智能技术提出相关要求，防止

人工智能系统被滥用。推广涵盖技术、伦理、管理多维度的可信人工

智能基本准则，促进国际社会形成广泛共识。开发者定期进行测试，

判断模型是否可能带来潜在技术失控风险。
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●Measures

●Ensure trustworthy application and prevent loss of control: We 

drive the establishment of fundamental principles for trustworthy AI 

that cover multiple dimensions, including technological safeguards, 

value alignment, and collaborative governance, to ensure that AI 

technology evolves in a safe, reliable, and controllable manner. 

We strictly prevent any uncontrolled risks that could threaten the 

survival and development of humanity to ensure that AI is always 

under human control. (AISGF 2.0)

●Safety guardrails: Safety control measures for AI models, 

designed to identify, intercept, and mitigate risks in the inputs and 

outputs of AI models, including data leakage and prompt injection 

attacks, using techniques such as rule-based systems and negative 

discriminative models. These measures allow inputs to be verified 

and fi ltered, restrict undesired outputs, and ensure the controllability, 

compliance, and safety of generated content. (AISGF 2.0)

●Proactive prevention and response: We should make active 

prevention and conduct dynamic monitoring through proactive risk 

identifi cation and assessment. We should also intensify emergency 

response to prevent the occurrence and escalation of incidents where 

AI loses control. (AISGF 2.0)

●Fostering consensus on collaborative response to loss-of-

control AI risks: We should tighten controls on the end-use of AI, 

establishing clear requirements for the use of AI technologies in 

high-risk contexts such as nuclear, biological, chemical, and missile 

domains, so as to prevent misuse. We should promote fundamental 

principles for trustworthy AI across technology, ethics, and 

governance to build a broad international consensus (Appendix 2). 
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Developers will be required to conduct regular testing to determine 

whether a model would pose a potential risk of loss of control. 

(AISGF 2.0)

●可参考的法律定义

— 总体控制

国家对一个有组织的武装团体实施“总体控制”，是指该国不仅

负责为该团体提供资金、训练、装备或支持，还对其军事行动进行组

织、协调和 / 或策划。

— 有效控制

国家对特定个人或团体的行为实施控制，需要证明国家曾就相关

行为下达过直接命令。

“总体控制”指对该团体整体运作施加更广泛、更全面的控制。

“有效控制”则要求对特定行为具有更高程度、更直接且往往更具体

的控制。

如果将两个定义中的“有组织的武装团体”和“特定个人或团

体”替换为人工智能系统，这两个法律意义上的控制标准就可以类推

适用于人工智能系统。

●Two legal defi nitions for reference

●Overall control: A state exercises “overall control” over an 

organized armed group if it is responsible for organizing, 

coordinating, and/or planning the group’s military actions, in 

addition to fi nancing, training, equipping, or supporting it.

●Effective control: A state controls the actions of specifi c individuals 

or groups and requires proof that the state gave direct orders for the 

actions in question.

“Overall control” involves a broader, more comprehensive level of 
control over the group’s overall functioning. “Effective control” 
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requires a higher, more direct, and often specific level of control 
over particular acts.

If the phrase “an organized armed group” and “specifi c individuals 
or groups” were replaced by the words “the AI system”, both tests 
under international law could be applied by analogy.
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